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1 Purpose

This document describes how to set up the RUTEX10 WiFi access point of the VM-110 VLAP (rev. 3). The
VisionLink communication channel between the VM-110 RU (RU) and VLAP consists of two radio links called
G-link and C-link. The G-link is the high capacity/limited range part, while the C-link is the limited
capacity/long range link. The C-link is automatically configured when it is paired to a VM-110 BU (BU), but the
access point needs to be configured with the correct Wifi settings.

2 Preparation.
Rev. 3 of the VM-110 VLAP uses an RUTX10 access point from Teltonika.

2.1 Factory default settings
SSID: RUT_**¥*_2G or RUT_****_5G

WiFi Password: located on the device information label/engraving
IP address: 192.168.1.1

Username: admin

Password: located on the device information label/engraving

Please ensure that your computer and the RUTX10 are on the same logical subnet (192.168.1.1). Give your
computer a different static IP-address on the same subnet.

Now you can connect and logon either using wireless or wired-LAN connection to the RUTX10.

2.2 Default settings on a configured VLAP from Vision Remote
IP address: 192.168.32.11

Username: admin

Password: Vr134679258
SSID: VRGL5XXX

Wifi password: VR134679258

Please ensure that your computer and the RUTX10 are on the same logical subnet (192.168.32.11). Give your
computer a different static IP-address on the same subnet.

The default Vision Remote settings can be loaded into the access point via the RUTX10 WebUI. Go to
Serviceses->Maintenance->Backup and drag and drop the config file into the red circle as shown in the
picture below. The file is located at: Documentation/Software/Teltonika/RUTX10_VR_config_yyyy-mm-
dd.tar.gz
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Administration

Maintenance

v CREATE DEFAULT CONFIGURATION
Created 07/11/2024 10:13

| Backup

Jser's default configuration | CREATE REMOVE ‘

~ BACKUP CONFIGURATION

MD5  d0d2codSebadd021757474979bb7 1644

SHAZ56 Stadefcd59eb2887310049a854118e065f38d389806 5661020020006 57 11

Backup archive | DOWNLOAD

Package Manager v RESTORE CONFIGURATION
Firmware

Setup Wizard

Restore fromagiup | BROWSE
License :

2.3 Recommended/Required instruments, tools and documents.

Ref. | Description

VM-110 System to be programmed (VLAP)

PC with network interface for connection to VLAP
Teltonika RUTX10 User manual.

d N

2.4 Factory reset
The RUTX10 has a reset button close to the power supply connection. Pressing this for at least 12 seconds
(but max 20 seconds) will result in a factory reset and reboot.

2.5 VLAP - IP addresses

The BU supports up to 3 different VLAP units. These units must all have different static IP-addresses and are
to be selected from table below:

VLAP | IP-address

1 192.168.32.11
2 192.168.32.12
3 192.168.32.13

3 Setup

A VLAP delivered from Vision Remote is already programmed with default settings but customer is required in
most cases to modify some settings to suit their system. This can be for instance if there are several systems
on one location. Having several BU" s with identical configured VLAP s can result in RU not connecting to the
correct VLAP. The example settings in the following chapters represents the default settings.

3.1 Required settings.
The access point shall be set up to operate as an access point with static IP. Follow the nest steps to set the
AP up with VR default setting. Go to “Network -> LAN”
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RUTX_R_00.07.05.4

lrELTONIKA | Networks Basic Advanced Q O i settings a v
LAN « LAN INTERFACES
Wireless
. . 1P: 192.168.32.11/24 e Uptime: Oh 3m 37s
Failover 1 lan sraus: e Protocol: static TX: 352.07 KB @ @
Firewall Type: Bridge MAC: 20:97:27.2D:87:B4 RX: 139.07 KB
VLAN
~ ADD NEW INSTANCE
Routing
Traffic Shaping INTERFACE NAME
ADD
Ports
SAVE & APPLY
DHCP
DNS
Press the button under LAN INTERFACES.
I
X
~ INTERFACES: LAN
GENERAL SETTINGS Enable . ®
IPV6 SETTINGS
ADVANCED SETTINGS Protocal | _Static >
PHYSICAL SETTINGS Pvd address | 192.168.32.11
FIREWALL SETTINGS
IPva netmask | 255.265.255.0 v
~ DHCP SERVER
GENERAL SETUP Enable DHCP Relay ~
IPV6 SETTINGS
DHCP server 192.168.32.1
SAVE & APPLY

Change the fields so that they look like above.

3.1.1 Static IP-address
The access point must be given a static IP address according to table below

IP address assignment: Static

VLAP | IP-address

1 192.168.32.11
2 192.168.32.12
3 192.168.32.13

IPv4 netmask: 255.255.255.0
DHCP server: 192.168.32.1

TN-0082-1 VLAP Access point setup procedure for RUTX10 (1) 50f 8



2 VISION
Document No: TN-0082
3.1.2 SSID
The SSID is basically the name of the WiFi. The naming of SSID is up to the customer to decide, but we
recommend choosing a SSID that clearly identifies which BU the VLAP is connected to. For instance,
VRGL5028. Where the four first letters stand for Vision Remote G-Link and last digits is the HW-ID of the BU
for that system the VLAP is connected to.

Settings stored under: “Network -> Wireless”

~ WIFl 2.4GHZ
Wireless
| SSIDs 2.4GHz | Device status: Running | 802.11bgn | Channel 6 (2.44 GHz) {&
Mode: Access Point
VRGL5XXX Interface status: Running .l 0% g;?ﬂ”;jgwq?mgmﬁ B (2)(x] ®
Failover Encryption: WPA2 PSK (CCMP)
Firewall ("scan | | ADD ]
VLAN
q ~ WIFI 5GHZ
Routing
Traffic Shaping —
SGHz | Device status: Running | 802.11ac | Channel 52(5.26 GHz) [&’
Ports
Mode: Access Point
DHCP VRGLEXXX Interface status: Running il 84% E;:ﬁ:}n-@?-:?mm 7 - | ][] = ,
DNS Encryption: WPA2 PSK (CCMP)

SCAN ADD |
SAVE & APPLY |

Press the button under WIFI 2.4GZ first and then the same for WIFI 5GHZ.

~ VRGLSXXX INTERFACE CONFIGURATION

GENERAL SETUP .
nable off on
ADVANGED SETTINGS
WIRELESS SECURITY Mode | Aocess Polnt -
MAC-FILTER ESSID VRGLEXXX

Password VR134679258

Network lan (v
Hide ESSID

802.11r Fast Transition

SAVE & APPLY
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~ VRGLSXXX INTERFACE CONFIGURATION

GENERAL SETUP Encryption WPA2-PSK v

ADVANCED SETTINGS
Cipher Auto N

WIRELESS SECURITY

MAC-FILTER Password | smsesssses

SAVE & APPLY

Sett the settings in the two boxes above for both wireless networks.

The SSID must also be configurated into the application file of the BU. This is done using the webinterface of
the BU. Log into BU using test port and connect to 192.168.32.1. Under settings the SSID can be entered.
This is to ensure that the RU receives the SSID during the pairing procedure.

Set desired password/passphrase. Please follow your own company’s recommend password strategy. If no
strategy is in place, we recommend using a password containing letters, numbers and special characters.

The password must also be configurated into the application file of the BU. This is done using the
webinterface of the BU. Log into BU using test port and connect to 192.168.32.1. Under settings the
Password can be entered. This is to ensure that the RU receives the password during the pairing procedure.

3.2 Optional settings

We recommend that the time, date, year and time zone settings are updated. Then any error messages will
have a timestamp matching the real time. Go to “System -> Administration -> Date & Time”, click the SYNC
WITH BROWSER button.

Administration ¥ .
General GENERAL NTP
| Date & Time « TIME SYNCHRONIZATION
Current system time  11/07/2024, 10:40:46
_ SYNC WITH BROWSER |
Time zone Europe/Osio v
| SAEE APRLY
Maintenance
We also recommend that the default access point login username and password are updated. Go to the
avatar icon on the top right corner and select Change password.
KlrELTONIKA | Networks Basic Advanced Q ¢ U 2
admin
Change password |
Logout

~ GENERAL SETTINGS
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3.3 Activating settings
Before any settings are activated the settings need to be stored and the access point rebooted. Please follow
instructions on-screen.

3.4 Import and Export of settings

We highly recommend that the setup of VLAP s are stored for future reference. Go to “System ->
Maintenance -> Backup”. Click CREATE under the CREATE DEFAULT CONFIGURATION section. Then download
the configuration file to a secure place by clickihng DOWNLOAD in the BACKUO CONFIGURATION section.

Malieranee + CREATE DEFAULT CONFIGURATION

Auto Reboot
Created 07/11/2024 10:13

User's default configuration | GREATE | | REMOVE |

I Backup

~ BACKUP CONFIGURATION
MDS5  d0d2cc45ebddd021757474978bb7 1614

SHA256 Sfadefcd59eb288731b049a854ft8e065f38d38981965f66fd2b392bS06571f

Encrypt
4 off on

Backup archive [nuwmm\u ]

ripts

Package Manager ~ RESTORE CONFIGURATION

Firmware
Encrypted  F

Setup Wizard

Restore from backup [ BROWSE | ordrag and drop your file here

License

4 Testing

As a final test check that it"s possible to connect to the WiFi. It is also recommended to perform a range test.
Typical range will be up to 30-50m
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